
The threat of stolen and lost devices

is a multi-tentacled beast. Too often, 

devices are left up for grabs from an 

empty desk. And data is rarely 

encrypted—so data breaches are 

frighteningly easy.

DEVICE THEFT/LOSS
Security Beast:

What about the IT security threats 

that hide in plain sight? Trojan horses 

continue to be the subtle, sneaky 

methods attackers use to gain access 

to all types of organizations worldwide.

TROJAN HORSE
Security Beast:

Ransomware is another type of 

paralyzing threat. After users are 

tricked into downloading venomous 

�les, their system access is restricted— 

until a ransom is paid.

RANSOMWARE
Security Beast:

M O S T  D E V I C E S  A R E  S T O L E N  F R O M 1:

Devices are lost much more often than they’re stolen 1
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Why is device loss 
so devastating?

THE DATA

15% of lost data
 is never recovered 2

For 77%, 
the loss or theft of a 

device had far-reaching 
consequences 2

>50%

Trojans account for more than half of all new malware 3

Sometimes, what seems like a perfectly 

innocent email or web page is actually 

quite sinister. Phishing threats are the 

shape-shifting monsters that dominate 

the IT security analysts’ nightmares.

PHISHING
Security Beast:

Are you being watched?�It’s very possible. 

The threat of spyware looms everywhere, 

with increasingly devastating e�ects on 

both individuals and businesses. 

SPYWARE
Security Beast:

Distributed denial-of-service (DDoS) 

attacks are brutish threats that destroy 

productivity. Growing in size and 

strength, these dangerous attacks can 

overpower all kinds of organizations.

DDoS
Security Beast:

2005-PRESENT

CASES

DAMAGES

7,700

$57.6M

In the last 10 years: 5

• Nearly 7,700 public 

  complaints received 

  about ransomware 

• Totaling $57.6M 

   in damages

PUBLIC COMPLAINTS

R A N S O M S  PA I D 5

$200-$10,000

4M samples of ransomware 

were found in Q2 2015 alone 6

 N U M B E R  O F  I N T E R N E T  P H I S H I N G  
S I T E S  I N  F E B R U A R Y  2 0 1 6 7

293,747

$3.7M
 Average amount per year phishing costs large companies 8

There are 12 victims of spyware/malware every 12 seconds 9

$113B
Amount spyware attacks/hacks cost the global economy each year 9

60 DAYS
Fastest average response after 

compromise noti�cation, in the 

past year 7

Number of spyware programs 

captured by Kaspersky Labs 

grew by this much in Q1 2015 1035%

Number of U.S.-based 

companies targeted

by DDoS attacks in 

2014 and 2015 11

Amount DDoS attacks cost 41% of 

businesses for every hour of downtime 12

56% of respondents in a 2015 survey 

reported multi-vector attacks targeting 

infrastructure, applications and 

services—simultaneously 12

50%

COSTS PER HOUR OF DOWNTIME
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BEASTLY THREATS 
ARE REAL.. .
A ND ATTACKS CAN DEVASTATE YOUR BUSINESS.

Lenovo provides the awareness and the technology you need to 

address myriad monstrous threats, with products designed to help 

secure your valuable data from loss, theft, and all types of malware. 

The Lenovo ThinkPad X1 family is intelligently designed with advanced 

security features—from built-in �ngerprint readers to a Trusted 

Platform Module for data encryption—to help you �ght o� these 

all-too-threatening security beasts.

Ready for more details?

DOWNLOAD THE EBOOK
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In 2015, >656
�nancial Trojans targeted: 4
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Beastly security threats are stalking the internet, trying to steal 
your company’s data, money—and peace of mind. What do you 
need to know about these beasts—and why should you fear them?
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